
CIO COUNCIL MEETING MINUTES 
February 25, 2004 

ALBERT COATES GOVERNMENT COMPLEX 
 

Attendees: 
Members:  Cliff Layman, Smitty Locklear, Gary Zeller, Doug Phillips, Fletcher Clay, Elaine 
Glass, Randy Barnes, Bill Golden, Mark Paxton, Mary Sue Brown, Ben Mclawhorn, Lee 
Mandell, Joe Lithgo, John Davis 
 
ITS and Other Agency Guests:  Bill Kurdys (for Bob Brinson), Sarah Joyner, Gary Alexander, 
Dave Rossi, Mike Fenton, Ann Garrett, Julia Nipper, Brenda Wilkins, Don Nattress, Denny 
McGuire, Paul Saksa (for Lennie Superville), Kathie Austin, Steven Hulsey 
 
Vendors: Bill Wade, Giovanni Masucci, Ruth Steinberg, Larry Free, George Hogshead, Jim 
Lorenz, Tracy Denson, Sherry Burris, Joanne Wise, Ray Honeycutt, Ed Pratt, Jim Schwab 
 
Scribe:  Randy Barnes 
 
Welcome/Comments:  Cliff Layman, vice-chair, called the meeting to order and welcomed 
everyone.  He announced that Gary Zeller was unable to attend the beginning of the meeting and, 
therefore, he was presiding.  Cliff also mentioned that the agenda was lengthy and requested that 
participants keep their comments to the point.  He indicated that Randy Barnes would be taking 
the minutes and asked that everyone sign or initial the appropriate attendance sheet.   
 
Minutes:  The minutes of the last meeting were approved without correction. 
 
Email Users Group:  Sarah Joyner (ESC) gave an update on the NCMail users group.  She 
indicated that the group has had really good participation and that participation is growing.   
 
The group has formed a Planning Committee that meets bi-weekly to review, discuss, evaluate 
and make recommendations on future enhancements to the NCMail offering.  Members of this 
committee represent 75% of the NCMail user population and include Bill Barnes (DHHS), Jim 
Clements (DOA), Kim Setzer (DJJDP), Sarah Joyner (ESC), David Both (ITS/NCMail) and Gary 
Alexander (ITS/NCMail).  Encryption of the message store and/or messages is one of the issues 
that the committee has addressed.  The members reviewed the issue with their individual 
management teams and met Feb. 2 to discuss.  It was discussed at the full User Group meeting on 
Feb. 19.  It was found that there was no legal requirement for encryption at this time and 
recommended tabling the issue indefinitely.  Additionally, the Planning Committee will work 
with the NCMail team to discuss and prioritize the NCMail work plan, which covers the next 6-
12 months. 
 
The group has also formed a Spam Committee that will work with the NCMail team to identify 
best practices, develop user training for avoidance, and review what filters can be used.  Members 
of the committee include Kim Setzer (DJJDP), Rhonda Spence (Parks and Rec), and Gary 
Yorkdale (DPH). 
 
The Dept. of Labor is a new NCMail client with 600 seats and began participation in the Work 
Group in February. 
 



IRMC Updates:  Woodie Yates announced that the March meetings of the TAPCC and IRMC 
have been rescheduled from March 1 and 2 to March 8 and 9, respectively.  Also, the TAPCC 
will meet in the DPI Boardroom in March, rather than the usual location at the Archdale building.  
Woodie also announced that at the February IRMC meeting, Secretary Norris Tolson, Revenue, 
was named the new chair of the IPPC Committee, replacing Lt. Governor Beverly Perdue.  Lt. 
Gov. Perdue will continue to participate on the committee. 
 
Woodie reported that project certifications for FY 2003 equaled $48.4M.  Project certifications in 
January and February 2004, totaled $21.2M.  The March IRMC will be considering $27.3M in 
new project certifications. 
 
Woodie announced that the newly redesigned IRMC website will be presented for approval at the 
March IRMC meeting.  The Bylaws and Policy Committee endorsed the site at their most recent 
meeting.  Woodie cautioned everyone that the site would contain much of the existing 
information but would have a new look and feel. 
 
The Bylaw Compendium will be coming forward for approval at the March IRMC meeting.  The 
Annual Progress Update on Statewide IT Strategy to the General Assembly will be brought to the 
IRMC for information and the ITS Budget for 2004-05 will be present for approval. 
 
Woodie provided an update on the effort to acquire Security Training and Project Management 
Training using the carry-forward funds from last year.  A subcommittee met to develop an RFP 
for this effort.  The team is made up of members from the IRMC and the CIOC.  Lee Mandell 
asked if there was a deadline for the development of the RFP.  Woodie indicated that they are 
working as quickly as possible so, therefore, there was not a specific deadline. 
 
Woodie also reminded everyone that the Email Survey was distributed several weeks ago and that 
the period for comments was ending that day, February 25.  Woodie brought additional copies for 
anyone that might need them.  During the next 10 days the staff will be reviewing the comments 
to determine if any changes need to be made to the existing report. 
 
Woodie reported on the Wake Forest University study that has been ongoing.  He expressed a 
sincere “thank you” to the agencies for their participation.  The researchers reported that the 
online and written response rate for respondents was running well above 50%.  The researchers 
are estimating a mid-summer delivery of the report and there will be a presentation to the IRMC 
at some future time. 
 
State CIO Status Report/Comments: 
Joe Lithgo provided the CIO Status for George Bakolia. 
 
NASCIO 
Joe announced that NASCIO is about to begin its annual award nomination process again. The 
notices will be sent out at the beginning of March with the categories and the criteria.  If you are 
interested in participating, please contact Wendy Kuhn, and she will work with you to coordinate 
the effort and to assist in the application process.  North Carolina has won one award (and 
sometimes two) for each of the last four years and we want to continue with this sterling record. 
 
Customer Support Center 
Joe reported that, in March, the ITS Customer Support Center will be moving to its new location 
within the ITS facility and transitioning to the Enterprise Call Center Service offering.  ITS is 
extremely excited about both of these opportunities and the benefits that they will bring to their 



customers.  Joe indicated that they do not anticipate any downtime of the Customer Support 
Center as these changes are made.  However, please bear with them if there are any bumps along 
the way.  
 
Vantive replacement:  Several of CIO members have contributed to the requirements assessment 
for the help desk module of the Vantive replacement.  ITS expects for the RFP to be issued in 
March.  As you may recall, the vendor will no longer support the Vantive product as of March 
2005.  
 
Common Payment Service 
As of this Fiscal YTD, the State’s Common Payment Service has processed more than 563,000 
credit card and ACH transactions with a total dollar value of more than $1.1B.    On an 
annualized basis, CPS is on target to process nearly $2B worth of credit card and ACH 
transactions by fiscal year end. 
 
eBilling 
In response to customer requests ITS is pleased to announce the availability of eBilling, an 
enhancement to the method in which invoices are distributed to clients.  Electronic invoices for 
all telecommunications services will soon be available via web access to all Executive Branch 
agencies.  eBilling utilizes the same reports distribution software that many agencies have 
successfully implemented. 
 
Available features include: 

 Quicker access to invoices 
 Personal electronic copies 
 Elimination of paper copies; print only what is needed 
 Search capability (code, item, word, etc.) 
 Reduction in time and cost currently devoted to manual distribution of invoices. 

 
Training will be provided.  Telecommunications Services will be in contact with invoice 
recipients to coordinate training and access.   In the meantime, if you have any questions, please 
contact Tommy Lewis at 981-5379. 
 
Agency Security Assessment Update 
Ann Garrett provided the update on the Security Assessment Project.  She reported that the third 
and final group of agency security assessments is in process.  The draft reports are being prepared 
for the agencies in the second round of security assessments.    Many of the agencies in the first 
group have already had their vendor debrief meetings.  At the agency debrief meetings, the 
Gartner PMO will explain the agency scoring and metrics and the vendor that conducted the 
assessment will present their findings and answer any agency questions.  The detailed report of 
agency findings is classified by law as “confidential”.  Once the debriefing meeting has 
concluded, the agency will be given 2 weeks to complete any comments concerning the detailed 
findings.  These agency responses should be submitted to the Project Management Office on the 
“Agency Response to Security Assessment Findings” form.  Each agency will also be given the 
opportunity to review the assessment process by completing the “Agency Feedback Process” 
form.    
 
The purpose and distribution of the detailed draft agency reports is for CIO internal review and 
agency review and appropriate action.  These draft reports are not for public dissemination but 
will be used to brief agencies on findings.  The agency results will be accumulated and used as a 
basis to prepare the aggregated public report for the legislature, which is due on 5/4/04. 



 
While the individual agency assessments remain on track, the PMO activities have fallen several 
weeks behind.  This has been due to difficulties in scheduling resources for the debrief meetings 
(agency staff, assessment vendor and PMO vendor must be present) and adverse weather 
cancellations.  In order to bring the PMO tasks back on track Gartner is adding resources to the 
effort.  
 
Agencies have been reminded that the security standards law requires that the report to the 
legislature include current agency security expenditures.  A letter was sent by George Bakolia 
with a spreadsheet to facilitate this activity.  The PMO is collecting this information and it is a 
critical part of the report.  It is due on February 27—this Friday. This is a critical activity and 
anything you can do to expedite the filing of this report would be much appreciated. 
 
All agency level assessments conclude by March 24, giving the PMO about 5 weeks to compile 
the data and develop the statewide report. 
 
Microsoft Security Concerns 
Ann also reported on the Microsoft security concerns.  Microsoft so far this year has released 
more than half-a-dozen security patches for Windows and Internet Explorer to mend security 
holes.  Release of the source code already has revealed more flaws to hackers and security experts 
and it should increase our risk of major attacks. 
 
Alan Paller, director of research at the SANS Institute, says a leak of any portion “could 
dramatically increase the probability that new zero-day vulnerabilities will be found.” “Zero day” 
attacks exploit a security vulnerability before or at the same time a software maker learns of the 
flaw.  Gartner research vice president Richard Stiennon says that the code is more than enough to 
enable attackers to punch holes in other Windows systems. 
 
Even before the leak, Microsoft reported in January that customers are balking at renewing long-
term contracts because of security flaws and the cheaper Linux program.   
 
The Microsoft Operating System is pervasive in government and business but some state CIOs 
are looking at alternatives to reduce their costs and exposures to security breaches.  Ann indicated 
that George is very concerned about the volume and frequency of security patches and the 
increasing costs to taxpayers of applying these patches.  If any of you have a quick and easy 
solution to this problem, George or Ann would love to talk to you. 
 
US Post Office Announcement – IAMS 
The US Post Office recently selected Oblix Netpoint as part of a large initiative that will help 
enable the Postal Service to move to a Web Service mode.  This establishes a new precedent for 
giving their customers real-time access to the applications, resources and tools that they need.  
This reflects an emerging trend that sees Identity Management as a key technology enabling 
companies to optimize their relationships with partners and customers by creating secure web 
based connections that are easily and inexpensively implemented and scaled.  North Carolina has 
been recognized as a leader in this area.  The Oblix Netpoint technology is used in the NC IAMS 
system. A case Study on the NC IAMS system will be featured in the mid-March issue of 
InformationWeek magazine.  
 
Follow up Questions 
Randy Barnes asked Mike Fenton about the identify management work group that had been 
working on the policy for business clients and IAMS.  Mike mentioned that the approach was to 



have IAMS handle employees first…then businesses…and ultimately citizens.  Randy asked that 
ITS give the Council an update on this work group next month. 
 
Smitty Locklear asked Ann when the security assessment project was going to be developing the 
cost estimates for remediation.  Ann reported that Gartner would be working on that at the 
conclusion of the assessment reports.  It will not be done at the agency level.  Ann said agencies 
could submit their needs if they wanted to.  However, the ITS report will not provide cost 
estimates at the agency level…only for the enterprise.  Ann hopes we will get a report that will 
provide a ballpark number as to what they need as well as the plan to leverage enterprise 
solutions.  Smitty asked if there would be an opportunity to review the agency numbers before 
they are published for General Assembly.  Ann could not guarantee there would be time for this.  
They are on a timeline to submit the report.  Smitty went on record that he was not comfortable 
with the lack of an opportunity to provide support or disagreement on the budget information.  
Ann said everyone that has been debriefed has indicated that the report was “materially correct 
and statistically significant”.  Smitty said the CIOs would like to go as a unit, with ITS leading 
the way, for all the funding that is needed for the agencies, but that isn’t what’s happening 
now…the agencies are being left to fend for themselves.  David Rossi spoke up so say that 
enterprise security initiatives are being looked at that will assist the agencies.   Randy Barnes said 
that funding at the agency level is still lacking. The needed funding at the agency level, if left to 
the individual agencies, will not happen.  Denny McGuire reminded everyone that the current 
budget cycle is for the short session.  The real work will begin in the fall when the planning for 
the long session expansion begins.  The short session effort is focused on awareness.  Lee 
Mandell recommended that we use the Tom Newsome survey regarding how ITS should be 
funded to respond to our funding concerns for the security funding.  Cliff Layman stated that the 
CIOC should keep an eye on this issue and then discuss it again when the report is submitted.  
Elaine Glass suggested that the IT Strategy report that was submitted to the IRMC should be 
reviewed in light of the security funding concern and see what perspective that might have. 
 
Follow up Question 
Lee Mandell asked about the NCMAIL vendor.  Joe reported that he has some material available 
but did not have it handy.  He will get that for future a meeting. 
 
Project Certification – Proposal to TAPCC:  Mike Fenton reported on the on-going 
certification refinement process.  He reminded everyone that the original intention of the 
revisions was to put the best practices items back into the process and to streamline the process.  
This effort started about 18 months ago.  Mike is going to suggest to the TAPCC that there be a 
hiatus on this effort due to staffing changes and critical priorities at ETS and for the current 
process to remain in place for now.  Randy Barnes asked Mike for clarification on what the 
current process is, the originally approved process or the revised “pilot” forms that were 
introduced?  Mike indicated either method was acceptable. 
 
Mike also reported that 3 position papers would be coming out on the following topics: 

1. Use of VB6 in new applications 
2. Open Source 
3. How one would separate the logical tiers in any application 

 
Mike indicated that the J2EE Implementation Guidelines would be coming out in the next few 
weeks. 
 
Desktop Management Workgroup:  Denny McGuire reported on the workgroup established in 
the fall by the ITMAC to look at desktop procurement.  There are representative from the AOC, 



the Executive Branch, and education on the group. Gary Zeller is representing the CIOC on the 
group.  Staff support is being provided by ETS and Statewide IT Purchasing.  Since its 
establishment, the following actions related to the Desktop Purchasing Work Group occurred: 
 

1. The Work Group was subdivided into two subgroups—Policy/Procurement and 
Technical/Configurations. Both have had individual meetings.  

2. Staff continued its research, using discussions with Gartner policy and technical analysts 
to assist in reviewing best practices for purchasing in the private and public sectors. In 
addition, reports have been generated from the e-procurement system to help determine 
what the state is actually buying.  

 
Results of the Policy Subgroup: 
Following spirited discussion about the purchasing profile of the state—determined by reviewing 
the ITS May Hardware survey results and figures obtained from e-procurement, the subgroup 
agreed that our current purchasing practices result in uneven discounts being applied to 
purchases. Some agencies have aggressively asked for discounts by bidding and bundling, others 
have not.  While the state has de facto standards (Dell, HP/Compact, and IBM) and local 
governments purchase a very large quantity of Gateway computers, we are not regarded as a 
major client by the vendors since we purchase as individual offices and not as “The STATE”.  
 
PC’s are on a term contract—a vehicle that was designed to ensure both convenience and low 
prices. However, the market price is generally lower than term contract price—and where 
bidding/bundling occurs, discounts of 30 to 40% have been achieved. Therefore, while the 
contract provides convenience, it does not guarantee low prices. The challenge for the group is to 
make recommendations that allow agencies some required flexibility in purchasing, while 
promoting better economies of scale. The group will continue to pursue options. 
 
As an interim step, the Policy sub group recommends that agencies volunteer to participate in a 
group buy based on the DENR model in the first quarter of 2004. Agriculture has already agreed 
to participate. If other agencies are willing, please let Denny McGuire know ASAP. It is 
important for us to act quickly so as to avoid end of year purchasing cut-offs.   
 
Denny asked CIOC for volunteers in this group buy.  If you interested notify her as quickly as 
possible at Denny.McGuire@ncmail.net.  The group will work together on configuration.  Timing 
of this is difficult as they are attempting to hit the gap between the point the agencies know what 
they have left to spend after reversions and before budget shuts down spending. 
 
Denny reiterated that this is an opportunity to be viewed as “THE STATE” from a purchasing 
perspective and to leverage our buying power. 
 
Results of the Technical Sub-group:  
The key topics at the Technical Work group were configuration management and computers as a 
utility. Randy Moody and Jimmy Carter of DENR reviewed their department’s experience with 
structured buying of personal computers, and documented their saving over contract prices.  The 
group is focused on looking at how we manage configurations and beginning to craft a 
configuration management system that will allow agencies to get the configuration they need 
while still enabling low cost purchases.  The group discussion around computers as a utility 
focused on brand loyalty—is it a preference or a requirement. As might be guess, there was a 
widely divergent view on this topic. 
 



Lee Mandell asked about the involvement of the committee in the new PC term contract effort.  
Denny reported that the work on the term contract is continuing.  Lee asked if there had been any 
discussion about using reverse auction.  Denny indicated that there had been some discussion but 
no movement.  Lee stated that he thinks this would be a good vehicle.   
 
Question 
Mary Sue Brown commented that there had been several references to ITS organizational 
changes and she asked if anyone could provide more specifics to the Council.  Joe Lithgo asked 
permission to defer any comments because George was trying to finalize some things.  He will 
ask George to send something out to the Council as soon as possible. 
 
Business Continuity Training:    Ann Garrett reported that ITS will be conducting a 2 hour 
session on business continuity planning with an emphasis on risk management.  This session is 
open to agency staff interested in learning more about BCP.  A proactive approach to risk 
management is the starting point for many security and BCP activities.  The event has been 
scheduled for 1 PM – 3 PM on Wednesday, March 31, 2004 at the Dept of Cultural Resources 
Auditorium.  
 
Mary Sue Brown referenced a letter from George saying COBIT was the standard for BCP.  
However, there was a Catherine White email that said there were other standards that could be 
used.  Mary Sue wanted to clarify.  Ann said that COBIT is the standard of the Office of the State 
Auditor but there are other standards that can be utilized.    
 
Security Assessment:  Ann distributed 2 reports.  The first was the presentation given to the 
IPPC in January that lays out the project status, describes the agency report format, discusses the 
template for the agency report and reviews the charts and graphs.  The second document was the 
actual template for the agency report.  Ann reiterated that the agency reviews are on schedule and 
that the final report was on track for the May 4 delivery.  However, some of the PMO activities 
are running behind because of weather, illness and other logistical difficulties. 
 
Ruth Steinberg reviewed the reports.  Each agency will be evaluated in two areas:  Quality and 
Execution.  Quality is focused on the documentation and procedures that are in place.  Execution 
is based on how well the agency is performing, regardless of the documentation or procedures 
that may or may not be in place.  The report template has a “bull’s eye” chart that graphically 
depicts the score of the agency against the ISO 1799 categories.  The goal is for the agency to get 
closer to the center of the “bull’s eye”.  The graph is done for both Quality and Execution.  The 
next graph charts quality and execution scores at the sub-category level.  The sample template 
also has a sliding bar scale showing where an agency falls in Quality and Execution from “poor” 
to “superior”.  There will be a separate report for each agency and then and overall summary 
report that will be similar in format, but with additional appendices. 
 
After discussion on the graphs by the Council members, Ann Garrett solicited suggestions from 
the members on what changes would improve the quality of the report.  
 
ITS Budget & Rates – FY 04-05:  David Rossi presented the proposed ITS rates for FY 04-05.  
These rates will be presented for approval at the March meeting of the IRMC.  He provided 
handouts that showed the specifics of the rates that will be either increasing or decreasing.  Some 
of the rate decreases will be effective March 1 and will result in a savings to ITS customers 
estimated at $1.1m in the current fiscal year.  David also reported that letters went to each of the 
agency CIOs detailing the impact that the revised rates would have on the individual agency.  He 
offered to meet with any agency that wants to discuss the information further. 



 
Randy Barnes asked about the IRMC Subscription rate increase, especially in light of the fact that 
there had been rebates from this category for the past couple of year.  David reported that the 
decision was make to keep the funding for this area the same and the increases are due to the 
increased cost of benefit, increases in longevity, etc.  Randy asked about the possibility of rebate 
for the current fiscal year.  David indicated that based on current expenditures, there would be a 
rebate, though smaller than in prior years.   
 
Randy also asked for an explanation of the budget for the Business Recovery subscription.  David 
indicated that it includes ITS staff, the approximately $2m contract with Sungard, including 2 
disaster recovery tests per year, travel expenses, vaulting services, and some software licensing 
costs. 
 
Lee Mandell thanked David for the presentation he gave to the IRMC Bylaws Committee in 
February.  He asked David what the anticipated carry-forward for ITS might be.  Would it be 
more or less than last year?  David anticipated it being less this year due to several factors. 
 
Enterprise Program Manager Classification:  Randy Barnes reported that OSP had provided 
the Project Management Workgroup with proposed job classification specifications for an 
Enterprise Program Manager I and II.  Randy is waiting for final comments on the proposal from 
the members and then she will be getting back with Don Nattress.  At this point, the 
recommendation looks good.  Randy thanked Don again for the help that OSP has provided and 
their responsiveness.  Don reported that as soon as the workgroup provided their feedback, OSP 
would get the classifications established and information out to the agency personnel directors 
within a few days. 
 
The meeting adjourned at approximately 11:45.  
 
The next meeting is Wednesday, March 31, at 10:00am, Albert Coates Local Government center. 
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